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© Remote authentication and authorisation in a distributed data processing system. 

@ The disclosed system and method authorises a process running at a client data processing system to have 
access to a service at a server data processing system. The data .processing systems are connected by a 
communication link in a distributed processing environment. A set of credentials for the process are created at 
the server in response to a message from the client requesting a service. The server returns a credentials id 
identifying the created set of credentials to the client process. The client uses this returned id in subsequent 
requests and is authorised access as controlled by the set of credentials identified by the returned id in the 
subsequent request. The server can deny access to the service by the process if the id returned in a 
subsequent request is determined by the server not to identify the set of credentials. The server denies the 
access if the server requires an authentication of the process. 
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This invention relates to remote authentication and authorisation in a distributed data processing system 
wherein, for example, a plurality of data processing systems connected by a communications link, and to 
the authentication and authorisation of a process at* one of the data processing systems for the use of a 
service at another one of the data processing systems. 
5 A portion of the disclosure of this patent document contains material which is subject to copyright 
protection. The copyright owner has no objection to the facsimile reproduction by anyone of the patent 
document or the patent disclosure, as it appears in the Patent and Trademark Office patent file or records, 
but otherwise reserves all copyright rights whatsoever. 

w Description of the Related Art . 

As shown in Fig. 1 ,. a distributed networking environment 1 consists of two or more nodes A, B, C, 
connected ithrough a communication link or a network 3. The network 3 can be either a local area network 
(LAN), or a wide area network' (WAN). 

75 At any of the nodes A, B, C, there may be a processing system 10A, 10B t 10C, such as a workstation. 
Each of these processing systems 10A, 10B,:10C, may be a single user system or a multi-user system with 
the ability to use the network 3 to access files located at a remote node. For example, the processing 
system 10A at local node A, is able to access the files 5B, 5C at the remote nodes B, C, respectively. 

Within this document, the term "server" will be used to indicate the processing system where the file is 

20 permanently stored, and the term "client" will be used to mean any other processing system having 
processes accessing the file. It is to be understood, however, that the term "server" does not mean a 
dedicated server as that term is used in some local area network systems. The distributed services system 
in which the invention is implemented is truly a distributed system supporting a wide variety of applications 
running at different nodes in the system which may access files located anywhere in the system. 

25 As mentioned, the arrangement to be described hereinafter is directed to a distributed data processing 
system in a communication network. In this environment, each processor at a node in the network 
potentially may access all the files in the network no matter at which nodes the files may reside. 

Other approaches to supporting a distributed data processing system are known. For example, IBM's 
Distributed Services for the AIX operating system is disclosed in S.N. 014,897 "A System and Method for 

30 Accessing Remote Files in a Distributed Networking Environment", filed February 13, 1987 in the name of 
Johnson et al. In addition, Sun Microsystems has released a Network File System (NFS) and Bell 
Laboratories has developed a Remote File System (RFS). The Sun Microsystems NFS has been described 
in a series of publications including S.R. Kleiman, "Vnodes: An Architecture for Multiple File System Types 
in Sun UNIX", Conference Proceedings, USENIX 1986 Summer Technical Conference and Exhibition , pp. 

35 238 to 247; Russel Sandberg et al., "Design and Implementation of the Sun Network Filesystem", 
Conference Proceedings, Usenix 1985, pp. 119 to 130; Dan Walsh et al., "Overview of the Sun Network File 
System", pp. 117 to 124; JoMei Chang, "Status Monitor Provides Network Locking Service for NFS", JoMei 
Chang, "SunNet", pp. 71 to 75; and Bradley Taylor, "Secure Networking in the Sun Environment", pp. 28 to 
36. The AT&T RFS has also been described in a series of publications including Andrew P. Rifkin et al., 

40 "RFS Architectural Overview", USENIX Conference Proceedings, Atlanta, Georgia (June 1986), pp. 1 to 12; 
Richard Hamilton et al., "An Administrator's View of Remote File Sharing", pp. 1 to 9; Tom Houghton et al., 
"File Systems Switch", pp. 1 to 2; and David J. Otander et al., "A Framework for Networking in System V", 
pp. 1 to 8. 

One feature of the distributed services system in which the disclosed arrangement is embodied which 
45 distinguishes it from the Sun Microsystems NFS, for example, is that Sun's approach was to design what is 
essentially a stateless server. This means that the server does not store any information about client nodes, 
including such information as which client nodes have a server file open or whether client processes have a 

file open in read only or read write modes. Such an implementation simplifies the design of the server 

because the server does not have to deal with error recovery situations which may arise when a client fails 
so or goes off-line without properly informing the server that it is releasing its claim on server resources. 

An entirely different approach was taken in the disclosed system which might be characterised as a 
"stateful implementation". A "stateful" server, such as that described here, does keep information about 
who is using its files and how the files are being used. This requires that the server have some way to 
detect the loss of contact with a client so that accumulated state information about that client can be 
55 discarded. The cache management strategies described here cannot be implemented unless the server 
keeps such state information. 

The problems encountered in accessing remote nodes can be better understood by first examining how 
a stand-alone system accesses files. In a stand alone system, such as 10 as shown in Fig. 2, a local buffer 
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12 in the operating system 1 1 is used to buffer the data transferred between the permanent storage 2. such 
as a hard file or a disk in a workstation, and the user address-space 14. The local buffer 12 in the operating 
system 1 1 is also referred to as a local cache or kernel buffer.- 

In the stand-alone system, the kernel buffer 12 is divided into blocks 15 which are identified by device 

s number, and logical block number within the device. When a read system call 16 is issued, it is issued with 
a file descriptor of the file 5 for a byte range within the 'file 5, as shown in step 101, Fig. 3. The operating 
system 1 1 ta'kes this information and converts it to device number, and logical block numbers in the device, 
step 102, Fig. 3. If the block is in the cache, step 103, the data is obtained directly from the cache, step 
105. In the case where the cache doesn't hold the sought for block at step 103, the data is read into the 

70 cache in step 104 before proceeding with step 105 where the data is obtained from the cache. 

Any data read from the disk 2 is kept in the cache block 15 until the cache block 15 is needed for some 
purpose. Consequently, any successive read requests from an application 4 that is running on the 
processing system' 10 for the same data previously read is accessed from the cache 12 and not the disk 2. 
Reading from the cache is far less time consuming than reading from the disk. 

75 Similarly, data written from the application 4 is not saved immediately on the disk 2. but is written to the 

cache 12. This saves disk accesses if another write operation is issued to the same block. Modified data 
blocks in the cache 12 are saved on the disk 2 periodically. 

Use of a cache in a stand-alone system that utilizes an AIX operating system improves the overall 
performance of the system since disk accessing is eliminated for successive reads and writes. Overall 

20 performance is enhanced because accessing permanent storage is slower and more expensive than 
accessing a cache. 

In a distributed environment, as shown in Fig. 1, there are two ways the processing system 10C in local 
node C could read the file 5A from node A. In one way, the processing system 10C could copy the whole 
file 5A. and then read it as if it were a local file 5C residing at node C. Reading a file in this way creates a 
25 problem if another processing system ' 1 0A at another node A modifies the file 5A after the file 5A has been 
copied at node C as file 5C. The processing system 10C would not have access to these latest 
modifications to the file 5 A. 

Another way for processing system 10C to access a file 5A at node A is to read one block, e.g. N1, at a 
time as the processing system at node : C requires it. A problem with this method is that every read has to 
30 go across the network communication link 3 to the node A where the file resides. Sending the data for 
every successive read is time corisumirig/' 

Accessing files across a network presents two competing problems as illustrated above. One problem 
involves the time required to transmit data across the network for successive reads and writes. On the other 
hand; if the file data is stored in the node to reduce network traffic, the file integrity may be lost. For 
35 example, if one of the several nodes is also writing to the file, the other nodes accessing the file may not be 
accessing the latest updated data that has just been written. As such, the file integrity is lost since a node 
may be accessing incorrect and outdated files.- 

As shown above, there is more than one node in a distributed system. Each node may try to 
communicate with any of the other 1 nodes since users on one node may need to use the services of a 
40 remote node. Before the communication between the nodes can be established that will allow a user at one 
node to use the resources at another node; two steps are first required: authentication and authorisation. 

One co-pending application (IBM 1 internal docket number AT9-89-034) describes methods for authen- 
tication in which a user convinces a remote node that the user is who the user represents the user to be. 
Some of the methods include the use of presenting passwords. Other more complex methods include 
45 presenting a ticket that was received from a Kerberos based authentication server. Regardless of the 
authentication method used, once the authentication is performed, the remote machine knows who the user 
is. Authentication in general is an expensive operation. The authentication operation may include sending 
messages to the authentication server, for example to get a ticket. Therefore, it is not desirable to 
authenticate every message. However, if authentication is performed only once, the remote machine must 
so remember the results of the authentication in case the same user accesses the remote machine at a later 
time. This causes problems for the remote server machine. For example, the remote server machine may 
run out of memory space, or the remote server machine may get powered down, losing the authentication 
information. In addition, it may be impractical for the remote machine to store this authentication information 
if the user does not use the remote machine again for a very long period of time. This would waste the 
55 remote machines resources in having to store this authentication information for a long period of time 
without being needed. In addition, the authentication may change over this long period of time. 

Similarly, besides authentication, there is a problem of authorising the user to utilise a service or 
resource of the remote machine. Once the remote machine has authenticated the user, the remote machine 
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has to decide what level of authorisation the user is to have in attempting to access the resources of the 
remote machine. The authorisation operation is also an expensive operation. 

In the AIX operating system, there are well defined authorisation policies for controlling access to local 
resources by local users in a stand alone machine. These authorisation decisions are made by these well 
defined security policies as described in the AIX Operating System Technical Reference, second edition, 
September 1986, order number SV21-8009, part number 74X9990, chapter 2 under system calls open and 
chmod, and described in the.AIX-Operating System. Commands Reference, First Edition, November 1985, 
order number SV21-8005, part number 74X9975, herein incorporated by reference, chapter 1 under 
commands chmod and open. 

In the AIX operating system,. files have owners. There is the user that owns the file, identified by a user 
id, and there is a group that owns a file, identified by a group id. These two ids are stored in an information 
structure for the file called, its inode. An additional attribute of an AIX operating system file is a set of mode 
bits. Nine of these mode bits are used to control access to the file. These nine bits are composed of three 
triplets: the first triplet for the owning user of the file, the second triplet for the owning group, and the third 
triplet for all others. Each triplet has its first bit set if read access is. allowed, its second bit set if write 
access is allowed: and its third bit set if execute access is allowed. Thus, a pattern of 111 101 000 means 
that the owning user, henceforth referred to as the owner, of the file has read, write, and execute permission 
for the file; the owning group, henceforth referred to as. the group, has read and execute access; and all 
others have no access. 

Users in the AIX operating system belong to a group. Furthermore, each user is a member of a 
concurrent group set. Users have group access to a file when the file's group is the group that the user 
belongs to or is one of the groups in the user's concurrent group set Users and groups in the AIX operating 
system, are identified by user ids and group ids. These ids are simply integers. 

The machine providing the resources has to make the determination as to the authorisation level that a 
remote user will have to the remote machine's resources. The authorisation operation is also an expensive 
operation. There is a problem of minimising the authorisation operation for each request and operation that 
is performed by a user, while still maintaining a secure. distributed processing environment. In addition, 
users can change their level of authorisation on a stand alone system, and should be able to make similar 
changes when dealing with a remote machine.- Such a change might include a method whereby the user 
temporarily changes the user id of the user. Some-privileged users are allowed to change their user id to a 
different user id. If a user id changes, the! authorisation for the changed user id should be different on the 
server. This creates a problem if the server has not been notified of the changed user id. 

To overcome such difficulties, from one aspect, the present invention provides a method for authorising 
a process running at a first data processing -system to have access to a service at a second data 
processing system, the method comprising: creating at the second data processing system, a set of 
credentials for the process in response to a. first received request; returning a value to the first data 
processing, system;. receiving at the second data processing system a second received request comprising 
a value; and using the value to determine the set of credentials during access to the service at the second 
data processing system. 

The present invention also provides a method, in a data processing system, for authenticating a user on 
a local. client machine and for authorising access to, at least one resource of a remote server machine, 
wherein the locaf machine and the remote machine are connected by a communications link; the method 
comprising: sending a message having authentication information, from the client machine to the server 
machine, .requesting service from the server machine; creating,, by the server machine, a credentials 
structure having security information of the user, based on said authentication information from said sent 
message for authorising a use of the- resources authorised by the server machine; returning, to the client 
machine from the server machine, a credential identifier identifying the user with the created credentials 
structure; using the credential identifier by the user in each subsequent request for service message from 
the user to the server machine; and reconstituting the security information stored in,, the created credentials 
structure identified by the credential identifier in the .subsequent request for service message for automati- 
cally establishing authentication of the user and authorisation to use the authorised resources of the server 
machine. ■- j 

The present invention also provides a method, in a data processing system, for authenticating a user on 
a local client machine and for authorising access to at least one resource of a remote server machine, 
wherein the local machine and the remote machine are connected by a communications link; the method 
comprising: receiving a request for . service message having authentication information from user on the 
client machine; creating a credentials structure having authorisation information for resources at the server 
for the user based on the authentication information of the received request; returning to the user a 
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credentials identifier corresponding to the created credentials structure; storing the created credentials 
structure by the server for a time determined by the server; discarding the created credentials structure 
after the determined time; determining, by the server machine, the validity of the credentials identifier 
received from the user on a subsequent request for service dependent upon whether the request for service 

s was received within the determined time and the credentials structure is stored at the server; honouring the 
subsequent request for service if the credentials identifier is. determined to be valid; and requiring a new 
request for service and a new credentials structure if the credentials identifier is determined to be invalid, 
thereby enforcing a periodic authentication on the user. 

•The present invention also provides a method, in a data processing system, for authenticating a user on 

io a kxal client machine and for authorising, access to at least one resource of a remote server machine, 
wherein the local machine and the remote machine are connected by a communications link; the method 
■ comprising: creating, by the server machine, a credentials structure having authorisation information in 
response to authentication information provided by a user requesting a resource of the server machine: 
storing the credentials structure for a period of time determined by the server machine; discarding, by the 

is server machine, the credentials structure after the determined period of time; honouring, by the server 
machine, a subsequent request for service, having a credentials identifier corresponding to the credentials 
structure, in immediate response to the credentials identifier if the subsequent request is received within the 
predetermined time; and rejecting, by the server machine, a subsequent request for service in immediate 
response to credentials identifier in. the subsequent request if the subsequent request is received after the 

20 predetermined time and the credentials structure has been discarded. 

The present invention also provides a local data processing system having means for authenticating a 
user on a remote client data processing system and for authorising access to at least one resource of the 
data processing system by the remote user, wherein the local data processing system and the remote data 
processing system are connected by a communications link; the the local data processing system 

25 comprising: means for storing a credentials structure having authorisation information for the resources of 
the local data processing system based upon authentication information received from the remote user 
during a request for service; means for discarding the credentials structure after a period of time 
determined by the local data processing system; means for immediately honouring a subsequent request 
for service in response to an identifier, corresponding to the credentials structure, received with the 

30 subsequent request if the request is received within the determined time and the credentials structure is 
stored in the local data processing system; and means for immediately rejecting a subsequent request for 
service in response to the identifier received with the subsequent request if the subsequent request is 
received after the determined time and the credentials structure is discarded. 

The arrangement disclosed hereinafter authenticates a user by sending a message from the user 

as machine to the remote machine,, i.e., from the client to the server, to perform the authentication. Once the 
user becomes authenticated, it is not desirable to repeat the authentication operation. However, the server is 
not forced to remember indefinitely the authentication and authorisation information. Instead, an image of 
the user on the server is created, and then reconstructed for each request that the user makes. A method is 
invoked that concisely represents all of the capabilities of the user on the server, saves this information, and 

40 then reconstitutes the image of the user on the server each time that an authentication request is run on 
that server for that user. 

A message, called a request for service, is sent from the -user client machine to the server remote 
machine anytime that service is needed on the remote machine. The request for service contains enough 
information to authenticate the user to be who the user represents the user to be. The server uses this 

45 information to insure that the remote user is authorised to use the server and the set of credentials and 
capabilities the user is to have when using resources on the server machine. The server builds a set of 
credentials that represents all of the interesting security facts about the remote user. This information 
includes the user id, the group id that the user is in, the group set of other group ids that the user has 
access to, an account id, the set of privileges of the user that allow the user to bypass the normal security 

50 restrictions on the system, etc. The server establishes all of the credentials for the user, and stores this 
information in a data structure called the credentials structure, and returns a small value (e.g. 64 bits) to the 
client machine where the user is running: This returned small value is referred to as the credentials 
identifier: 

After the credentials identifier is returned to the user, all the user has to do is to present the credentials 
55 identifier to the server in every request requiring authentication that is made of that server. The server 
utilizes the credentials identifier to reconstitute the set of credentials that are saved away for that user. 

The server initiates a process to handle the request from the user, takes the credentials identifier found 
in the message, and examines the table of credential structures for the one having the corresponding 
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credentials identifier. The server gives the process the user identity, the set of privileges, etc., while the 
process is executing the request. Further, if this operation requires authorisation, one of the first steps while 
executing the request will be- a check to determine if the process, with its newly acquired capabilities, is 
authorised. 

5 The credentials identifier only has to be created once, and then can be used over again without going 
back through the authentication process. Moreover, any request from a user machine will fail if the 
credentials identifier is bad. A credentials identifier may go bad simply because the server no longer wants 
to hold the credentials structure for that user. The server machine may decide that the credentials 
information has been held long enough from a time since the last activity from the user. The server may 

w discard the credentials information to. make room for other work being performed by other users so as not 
to tie up the server's resources. If the -discarded credentials identifier does later get sent to the server, the 
server will not find the credentials identifier in the stored table of credential structures. The server will then 
reject the clients request because the ser/er, no longer has a valid set of credentials for that user. 

The user is then required to go through the authentication and authorisation process of a request for 

;s service. The user has to authenticate the user to the server. The server has to compute the user's level of 
authorisation, build a new credentials structure, and return a new credentials identifier. The user machine 
now has a new credentials identifier, and can retry the original request. 

The system and method of this invention has the benefit that the server is not required to store the user 
information longer than needed or desired by the server. This provides for the cases in which the 

20 authentication for a user is good for a specified length of time, -such as a certain number of minutes or 
hours or days. After this predetermined period of time, the server discards the credentials structure, and will 
no longer honour a request containing that credentials identifier. This forces the user machine to perform a 
new request for service, thereby inherently enforcing a periodic authentication of remote users in order to 
ensure that there has not been a masquerading of users. 

25 This allows a flexible authentication and authorisation process since it allows each server in a 
distributed data processing system to determine; the length of time that the credential structure will be 
maintained. Consequently, the client users are forced to handle the possibility that a request will be rejected 
because the credentials identifier has gone bad. Likewise, clients may lose the client's credentials identifier. 
This may happen if the client machine is powered off. If a client loses the credentials identifier, a request 

30 for service will re-establish a new set of credentials. ■ 

The present invention will be described further by way of example with reference to an embodiment 
thereof and an example of a prior art arrangement as illustrated in the accompanying drawings, in which:- 
Fig. 1 is a block, diagram of a distributed data processing system known in the art; 

Fig. 2 is a.block diagram showing a stand-alone, data processing system known in the art for accessing a 
35 file through system calls; ..." 

Fig. 3 is a flow diagram of the data processing system of Fig. 2 accessing a file through a system call; 

Fig.. 4A is a request_Jor service message which is used by a process running on a client machine in 

order to request that a set of credentials be constructed on a remote machine for the process; 

Fig. 4B is a open message used to. open* a file; 
40 Fig. 4C is a read message used to read the contents of a file; 

Fig. 5 shows a client data processing system and a server data processing system in the distributed data 

processing system; 

■ Fig. 6 illustrates one form of credentials table; 

Fig. 7 is a flow diagram showing the processing of an operation that is requested of a remote server; 
45 Fig. 8 is a flow diagram showing the processing, at the server, of a request_Jor__service message for a 
remote machine; and . . ? * ■* 

Fig. 9 is a flow diagram showing the processing; at the server, of a message having a credentials id. 
With reference to Figures 4A-4C, the internode messages used herein are described. 

Figure 4A shows the request for service; message 410 which is used by a process running on a client 

50 machine in order to request that a . set of credentials be constructed for the process on a remote machine. 
The request 411 has an opcode. 41 3 indicating the specific operation requested. The request 411 also has a 
verifier field 415 that is used for machine to machine verification. The authentication info field 416 in the 
request is used to pass enough information to the remote machine to authenticate the process performing 
the request. The remote machine responds with the reply 412. The opcode field 414 indicates that this is 
55 the reply for the particular kind of request. The return code (re) 417 in the reply is used to indicate the 
success or failure of the remote machines attempt to execute the request. A credentials identifier is 
returned in the cred id field 418. and acknowledgement is returned in the ack field 419. The ack is used to 
verify that correct identification between the requesting process and the remote machine has occurred. 
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Figure 4B shows the open message 420. The request 421 has credentials id field 423 that is used to 
identify to the remote machine the credentials of the process that is attempting to perform the open. The 
open request is to open a file identified by the file handle 424 in an open mode, specified by the flags in 
field 425. The reply 422 to this request by the remote machine includes flags 426 to indicate the way in 
which this open file can be used. 'I 

Fig. 4C shows the read message 430 which has.' a request 431 containing a data offset 433 and data 
length 434 describing a range of data to be read. The reply 432 contains a length 435 and the returned data 
.436. 

Referring to Fig. 5, a client machine. 30 is connected, over a network 3 to a server machine 20. Within 
the client machine, a user process 31 has a ublock 32 containing a pointer 33 to a current credentials 
identifier list 34 for that user process. Entries within this credentials identifier list 34 have remote machine 
identifiers 35 and corresponding credentials ids 25. Within the server machine 20, there is a kernel process 
21 which also contains a ublock 32 and a credentials pointer 33. Additionally at the server, there will be a 
credentials table 26. Each active entry in the credentials table has a field 25 containing the credentials id, 
and a corresponding set of credentials 22. Both machines have an authentication agent 23 that is used to 
assist in the interpretation of the authentication information. 

Referring to Fig. 6, a credentials identifier 25 is composed of two fields in this preferred embodiment, a 
count 63 and an index 64. The index 64 allows easy retrieval of the corresponding set of credentials 65 
found in the credentials table 62. The set of credentials 65 found in the credentials table 62 has a 
credentials id 25, user id 67, which is a numeric id identifying a particular user on the system, a group id 68 
identifying a particular group on the system, a group set field 69 identifying a set of concurrent groups for 
this user, and a privilege field 66 identifying a set of privileges for the process with these credentials. 
Privileges givejhe process the ability to perform actions that are normally forbidden. For example, the 
bypass. discretionary access control privilege grants a process the ability to have access to files that normal 
permission checking would not, allow. Such privileges are usually reserved for processes performing 
administrative tasks. 

In the preferred embodiment, every process executing on a machine has a set of credentials. These 
credentials 33 reside within data structure, called a ublock 32 associated with each process, either a user 
process 31 or a kernel process 21. The credentials include information identifying the user that the process 
is running on in behalf of,, the group that the process is running on in behalf of, and any special privileges 
that this process has, such as the privilege to change the user id. 

The id for an individual on one machine can be different from the id for the same individual on a 
different machine, due to separate administration of the two machines. When a user on one machine runs a 
process that is attempting to access resources on a remote machine, the user id for the user on the first 
machine must be translated to that user's id on the second machine. Likewise, the user's group id and the 
user's concurrent group set must be translated to their corresponding values on the remote machine. This 
is done in order to allow the remote machine to make meaningful authorisation decisions. Furthermore, 
there must be a secure and trustworthy mechanism for performing this translation. In effect, users must be 
authenticated as particular individuals with particular attributes, such as group, to remote servers. 

The actual authentication mechanism is not a part of this disclosed arrangement S.N.flBM internal 
docket number AT9-89-034) filed concurrently herewith on May 15, 1989, in the name of Loucks et al for H A 
Flexible Interface To Authentication Services In A Distributed Data Processing System", herein incorporated 
by reference, discloses some authentication mechanisms that can be implemented. 

The authentication of remote users by servers can be performed in various ways. Under some 
circumstances, there is very little reason to be suspicious of requests arriving at a server and low cost 
authentication of remote users is justified. 

In other environments, servers must exercise greater vigilance. No one policy will be best for all cases. 
Therefore, this disclosed arrangement supports a range of authentication and authorisation policies. 

In the preferred embodiment of this disclosed arrangement, authentication is performed by passing an 
object called the authentication info 416, Fig. 4A, from the client machine to the server machine and 
receiving an acknowledgement called the ack 419 sent from the server back to the client. The actual 
contents of the authentication info object and the ack depend upon the particulars of the authentication 
mechanism and are not described herein. Loucks et al demonstrates the adequacy of this model for the 
support of a variety of authentication mechanisms. Within the preferred embodiment, the authentication 
agent 23, Fig. 5, at the client, takes as input a user process's credentials 33 found in the ublock 32 and 
constructs the authentication info object 416, Fig. 4A. At the server, the authentication info object is 
processed by the servers authentication agent. This processing constructs a set of credentials that are 
meaningful at the server. 
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The request_for_service message 410 contains verifier field 415 in both the request 41 1 and the reply 
412. Similarly, almost all other messages in the environment in which the preferred embodiment of this 
disclosed arrangement is utilized have verifier fields. This verifier is assumed to be present for support of 
secure communications between nodes in the network. This verifier is constructed cryptographically so as 
to be an unforgeable verification that the true identity of the sending node is made known to the receiver. 
Thus, the verifier is used for node to node identification. 

Fig. 7 represents the processing of an operation that is requested of a remote server, such as opening 
a remote file with the open message, reading from a currently opened remote file with the read message, 
writing to a remote file, and querying a remote file's attributes, or performing operations such as locking 
truncating, creating, deleting, etc. Processing starts at step 701. The type of operation is examined to 
determine whether or not the operation requires an authenticated request, step 702. Messages having 
credentials id correspond to those operations requiring authenticated requests. For example, open requires 
an authenticated request, and a read' operation does not. If authentication is required, processing continues 
at step 703 where the credentials list for this user is examined in an attempt to find a credentials id for the 
server that will be performing the remote operation. If a credentials id is found, it is inserted into the 
message for the original request, step 704. The request is sent, step 705. The reply is waited for, step 706. 
If the reply indicates that the request is rejected because of a bad credentials id and the retry limit for 
attempting to obtain a good credentials id has not been exceeded, step 707, the bad credentials id for the 
server is removed from the process's credentials fist, step 71 0, and a new credentials id is obtained by 
performing steps 711-717. If no credentials id exists at step 703, processing also continues at step 711 
where the current process's credentials are presented to the authentication agent. The authentication agent 
constructs a credentials info object which is obtained, step 712. This credentials info object is sent in a 
request_for_service message to the server, step 713, and. a reply is waited for, step 714. After receiving 
the reply, it is examined to determine if the request_for service was granted by the server, step 715, and if 
it was not, the original remote operation cannot be performed, and fails, step 716. At step 715, the ack field 
returned in the reply to the request_for_service message is also checked to ensure that it matches a 
value obtained from the authentication agent during step 71 2. If the ack values don't match, there has been 
a failure to properly validate the remote machine and processing continues at 716. If the request_Jor 
service was granted by the server, a credentials id is returned, and is saved in step 717 for future use. The 
original request is now reattempted as processing' continues at step 704. At step 707, if it is determined that 
the^ngirTaTTequ^^ tnen the reply to the 

original request is processed including the possibility of an exceeded retry limit, step 708, and processing 
of the remote request is complete, step 709. - 

The following programming design language code reflects the above described operation. 

/*do remote operation by sending a request to server*./ 
/* variables */'.'.'■'....* 
" ' . proc: the process performing the request; 

server;* the remote server that is being' asked to 

perform 1 a request; 
request: the request;. 
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retry_limit: a limit on the number of retries that 

will be made in attempting to obtain a good cred id 
for the server; 

/* code: */ : 

IF request has no cred id field THEN 

/* no- authentication is required for request V 

send request; 

await reply; , 

process reply; 

RETURN; 
END IF ; 

/* otherwise, request does require authentication */ 

attempts =0; /* retry count */ 

LOOP 

search proc's credentials list for a cred id 

for the server; 
IF no such cred id is found THEN 

/* obtain.,a cred id */ 

present . proc 's .credentials to authentication 
agent; 

obtain from authentication agent a 

credential info object and 

an expected ack; 
send credential info object to server in a 

request_for__service message; 
await reply; • 

IF request_for_service not granted THEM 
fail original operation; 
•■■ RETURN,-- ! " 
END IF; . 

/* reply, indicates request_f or_service */ 

'/*' succeeded, check ack */•■•- 

IF reply's ack field != expected ack THEN 

/* remote machine not validated */ 

fail original operation; 
_ . RETURN ; 

END IF ; ; ' - 



10 



EP 0 456 920 A2 

/* request_for_service granted */ 
save returned cred id in proc's credentials 
list; /* for later use */ 

ENDIF; 

/* here, a cred id has been found or obtained */ 
insert cred id. in request; 
send request to server; 
await reply; 

IF reply rejected because of a bad cred id THEN 

remove cred id from proc's credentials list; 

ELSE 

process reply; 
RETURN; 
ENDIF; 

attempts = attempts +1; 

IF attempts £ retry_limit THEN 

/* too many attempts have been made to */ 

/* obtain a good cred id, fail */ 

fail original operation; 

RETURN; 
ENDIF ; 

/* try again */ 
END LOOP ; 

Copyright IBM Corporation 1989 

Fig. 8 is a flowchart showing the way a server processes a request for_service message for a remote 

machine. Processing begins at step 801. The verifier field in the message is checked for validity, step 802, 
to insure that the identity of the remote machine is known, if the verifier is found to be valid, the credentials 
info object found in the message, is passed to authentication agent at the server, step 803. If the 
authentication agent finds the credentials info object is valid, step 804, the credentials are obtained from the 
authentication agent, step 805. These credentials are examined and used to determine the identity of the 

remote user performing the request for service. A determination is made as to whether or not the remote 

process has access to this server, step 806. This determination can be made by examining lists of remote 
users authorised or forbidden to use this system. If the remote process is authorised, an available entry in 
the credentials table is located, step 807. This may involved discarding an entry that has not been recently 
used. The credentials obtained from the authentication agent, step 805, are inserted into the available entry 
step 808. A credentials id is constructed that corresponds to this entry by making use of the index for this 
entry and the count found previously at this entry, step 809. A credentials id is constructed from two parts. 
The first part is an index into the credentials table for an entry that corresponds to this credentials id. The 
second part is a count that is incremented each time the credentials table entry at the index found in the 
first part has a new set of credentials stored into it. Servers are free to reuse credential table entries without 
the possibility that previously distributed credentials ids will mistakenly select an entry that has been reused 
for a new set of credentials. A reply is sent indicating a successful request for service along with the 
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constructed credentials id. Processing. finishes at step 811 . At steps 802, 804. and 806, the tests may fail to 
be passed causing a reply to be sent indicating failure of the request^Jor^service, step 812. 
The following programming design language code illustrates the above. 

/*process a request^for ^service at rhe server*/ 
msg : the request__for_service request 

70 IF msg's verifier field valid THEN 

/* remote node's identity is correctly .established */ 
pass msg's cred info object to 
;5 authorisation agent; 



IF auth. agent validates cred. info object THEN 

20 , ^ . 

ootaxn credentxais from authorisation agent; 
IF remote user identified in credentials is 
authorised to use this server THEN 
25 search .credentials table for an 

... . available entry; 
IF, no available entry THEN 

v find least recently used entry; 

discard credentials in this entry; 
, : END IF ; 

insert obtained credentials in the 
entry; 

.../*. construct , credentials id */ 

first part of cred id = index of the 
40 entry ; 

second part of cred id = second part of 

cred id found in the entry + 1; 
send reply indicating success along 

with the constructed cred id; 
RETURN; 
ENDIF; 
ENDIF; 
ENDIF; 

send reply indicating failure; 
55 RETURN; 

Copyright IBM Corporation 1989 
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Fig. 9 shows a flowchart for processing at the server a message having a credentials id, such as the 
open message. Beginning at step 901. the verifier of the received message is checked for validity, step 902. 
If the verifier is found to be .valid, the credentials id is extracted from the message, step 903. The first part 
of the credentials id is used as an index into the credentials table, step 904. The credentials id found in the 

5 credentials table is compared with the credentials id extracted from the message, step 905. if they are 
equal, the credentials in the table entry are extracted, step 906, and used by the kernel process that will 
perform this request at the Server; step 907. The request is then attempted, step 908, after which 
processing is complete, step 910. If the verifier is found to be invalid in step 902 or the credentials id is 
found to be invalid in step 905, a reply is sent indicating the cause of the failure, step 909. It is worth noting 

w that in performing the requested operation in step 908, other successful or unsuccessful replies may be 
returned to the client. For example, a remote. user can have a valid credentials id because the user has 
been authenticated and authorised to use the server, however, the credentials that are established for the 
kernel process that is running on the user's behalf may not provide access to a file that the user is 
attempting to open and the operation may fail. It should be. further noted that some remote requests, such 

is as a read operation, do not require this kind of processing because they do not have a credentials id in the 
request. In the preferred embodiment a read operation can be performed only after a successful open, 
which does have a credentials id. Therefore, there is no need to require the authentication checks on a read 
operation. 

The following programming design language code describes the above operation. 

20 

/■^processing a request having a credentials id*/ 
msg: the message received by the server; 

IF msg's verifier field is valid TPIEN 
/* remote node's identity has been established */ 
get msg's cred id; 

look up credential table entry at index 
specified by first part of cred id; 
IF cred id in table ~ msg cred id THEN 

/* credentials in table correspond to */ 
/* the cred id received in message */ 
extract credentials from table; 

40 ; " 
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insert them into the kernel process 

that will run request; 
perform the request with the kernel 

> • process; ' 
RETURN; 
ELSE ■ • . ■ - - * 

/* credential table entry has been */ 
7* reused, indicate that the ms'g */ 
/* cred id is bad, forcing the */ 
. > /* client -machine to perform a */ 

/* request_for_service to obtain a */ 
/* new cred id. */ 
send reply indicating failure, bad 

cred id; 
RETURN ; 
END IF; 

' ' ELSE 

/* verifier invalid */ 
send reply indicating failure; 
30 " RETURN ; ' • 

END I F ; ' . 

• .Copyright IBM Corporation 1989 

35 

Servers will open a file for a process on a client only if the permissions on the file allow such access by 
the remote process. Once the file has been opened, e.g. reading, it is desirable to allow subsequent read 
operations to be performed without this authorisation check. This is accomplished by requiring a credentials 
id 423, Fig. 4B, on the open request 421 that allows the server to check the remote process's access rights 

40 to the file. While the file is open, the credentials id* is not required from' the client machine for access to the 
file's data; therefore, the read 1 request 431, Fig. 4C, does not require a credentials id. The client obtains the 

credentials id by using the request for service request. 

Any client to server request requiring a credentials id, e.g. open, create, can be rejected because of a 
stale credentials id. A credentials id can go stale because the server has lost the corresponding credentials 

45 due to being temporarily powered down, reuse of the credentials table entries by more recently created 
credentials, or authentication policies that require periodic re-authorisation. Clients must be able to accept 

rejected requests, use the request for service to establish a fresh credentials id, and reissue the original 

request. 

The request for service request passes a set of information describing a client process to the server 

so and it returns, among other things, the corresponding credentials id. The data that is passed between the 
two machines will depend upon the authentication and authorisation policy, supported by the authentication 

agent, that the requester is expecting the receiver to use in the processing of the request for service. 

The credentials id is returned to the client machine where it can be stored by the original requesting . 
process for use in subsequent operations requiring a credentials id. in the AIX operating system, processes 
55 can create other processes. This is done through the fork operation which creates a process known as a 
child process. Such child processes have the same authentication properties as their parent, for example, 
the same user and group ids. This means that a child process can inherit the parent process's credentials 
ids and use them in subsequent operations, avoiding the overhead of initiating a separate request for 
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service authentication operation. 

When a process changes its authentication properties, for example by changing its current group or 
user id. any credentials ids" that it has, no longer corresponds to these properties. Therefore, any time that a 
process changes any of. its authentication properties, all of its credentials ids are invalidated. Remote 
operations that occur after such an invalidation will require the acquisition of new authentication ids. 

A process may be using several remote servers and have a separate credentials id for the use of each 

one. Each credentials id is acquired by the process as it is needed by sending a request for service to 

the corresponding server. 

A receiver of a request for_service request may or may not decide to honour the request if it is based 

on a policy that it supports, and a receiver will reject the request if it is based on a policy that the receiver 
doesn't wish to support for the sender. In this way, a group of machines may require only low cost 
authentication with easy administration between members of the group but require more secure authentica- 
tion for communication with machines outside the group. This implies that the credentials info object 
constructed by the authentication agent at the client and processed by the authentication agent at the 
server includes identification of the policy that is to be used. 

In summary, the steps that occur in establishing a credentials id for use by a process are as follows: 

1 . The client kernel determines that there is no current credentials id for use by the process in making a 
request of the server or that the current credentials id is no longer being accepted by the server and that 
a new one needs to be created. 

2. The client kernel passes information describing the process to the client authentication agent. 

3. The client authentication agent uses this information, which includes the process user, group, group 
list, and so forth, to build a buffer of data, called the credentials info object. The format of this data will 
depend upon the policy that the authentication agents are using. 

4. The client kernel obtains the credentials info object from the authentication agent and passes it to the 
server in a request for service request. 

5. The server passes the credentials info object to its authentication agent. 

6. The server authentication agent processes this data, applying the authentication policy and the 
authorisation policy, which determines what credentials the remote process should have at the server. 
The server authentication agent builds a set of credentials that satisfy these policies and passes these 
credentjalsbackto the server kernel. ^ 

"TTThe server ke rn erreceives"the credentials , represent! rig tFTe local" user id? ^oTi^iJfgrou p Us I , ^lieciaT 
privileges, and so forth, that the kernel process should have when it performs operations at the server. 
This set of credentials is cached in a kernel data structure called the credentials table. 

8. The server sends a reply to the request for service to the client. This reply contains a credentials 

id, constructed by the server, that allows the server to find the corresponding credentials in its 
credentials table. 

9. The client receives the credentials, id in the reply. 
Claims 

1. A method for authorising a process running at a first data processing system to have access to a 
service at a second data processing system, the method comprising; . 

creating at the second data processing system,. a set of credentials for the process in response to 
a first received request; 

returning a value to the first data processing. system; 

receiving at the second data processing system a second received request comprising a value; and 

using the value to determine the set of credentials during access to the service at the second data 
processing system. 

2. A method as claimed in Claim 1 , wherein the use of the value comprises: 

determining, at the second data processing system, if the second received value identifies the 
created set of credentials; and 
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allowing the access to the service as controlled by the set of credentials if the second received 
value identifies the created set of credentials, or 

denying access to the service if the second received value is determined not to identify the created 
set of credentials. 

3. A method as claimed in Claim 2, wherein the determining step checks that the second received value 
does/does not identify the created set of credentials when the second data processing system discards 
at least one element of the set of credentials. 

4. A method as claimed in any preceding claim, wherein the second received request is received from the 
process. 

5. A method as claimed in any of claims 1 to 3. wherein the second received request is received from a 
child process of the process. 

6. A method as claimed in any preceding claim, wherein the creating step includes sending, to the second 
data processing system, a first request comprising information required by the second data processing 
system to construct a set of credentials for the process. 

7. A method as claimed in any preceding claim, wherein the returned value is maintained in a data area of 
the process. 

a A method as claimed in Claim 7, further comprising obtaining the value from the data area by a child 
process and sending the second request from the child process with the obtained value. 

A method as claimed in either claim for Claim 8, further comprising discarding the value in the data 
area if the required information is changed. 



9. 



10. A method, in a data processing] system, for- authenticating a user on a local client machine and for 
authorising access to at least one' resource of a remote server machine, wherein the local machine and 
the remote machine are connected by a communications link; the method comprising: 

sending a message having authentication information, from the client machine to the server 
machine, requesting service from the server machine; 

creating, by the server machine, a credentials structure having security information of the user 
based on said authentication information from said sent message for authorising a use of the resources 
authorised b*y the server' machine; 

returning, to the client machine from the server machine, a credential identifier identifying the user 
with the created credentials structure; 

using the credential identifier by the user in each subsequent request for service message from the 
user to the server machine; arid 

reconstituting the security information stored in the created credentials structure identified by the 
credential identifier in the subsequent request for service message for automatically establishing 
authentication of the user and authorisation to use the authorised resources of the server machine. 

11. A method as claimed in Claim 10, further comprising storing the created credentials structure for a time 
determined by server machine. 

12. A method as claimed in Claim 11, further comprising determining the time to store the created 
credentials structure based on a length of time since a last activity from the user. 

13. A method as claimed in any of claims 10 to 12, further comprising determining by the server if the 
credential identifier in the subsequent sent message is valid. 



16 



EP 0 456 920 A2 

14. A method, in a data processing system, for authenticating a user on a local client machine and for 
authorising access to at least one resource of a remote server machine, wherein the local machine and 
the remote machine are connected by a. communications link; the method comprising: 

receiving a request, for service message having authentication information from user on the client 
machine; 

creating a credentials structure having authorisation information for resources at the server for the 
user based on the authentication information of the received request; 

returning to the user a credentials identifier corresponding to the created credentials structure; 

storing the created credentials structure by the server for a time determined by the server; 

discarding the created credentials structure after, the determined time; 

determining, by the server machine, the validity of the credentials identifier received from the user 
on a subsequent request for service dependent upon whether the request for service was received 
within the determined time and the credentials structure is stored at the server; 

honouring the subsequent request for service if the credentials identifier is determined to be valid; 

and 

requiring a new request for service and a new credentials structure if the credentials identifier is 
determined to be invalid, Thereby enforcing a periodic authentication on the user. 

15. A method, in a data processing system, for authenticating a user on a local client machine and for 
authorising access to at least one resource of a remote server machine, wherein the local machine and 
the remote machine are connected by a communications . link; the method comprising: 

creating, by the server machine, a credentials structure having authorisation information in re- 
sponse to authentication information provided by a, user requesting a resource of the server machine; 

storing the credentials structure for a period of time determined by the server machine; 

discarding, by the server, machine, the credentials structure after the determined period of time; 

honouring, by the .server machine,, a subsequent request for service, having a credentials identifier 
.. corresponding to the credentials, structure, in immediate response to the credentials identifier if the 
subsequent request is received within the predetermined time; and 

rejecting, by. the server machine, a subsequent request for service in immediate response to 
credentials identifier in the subsequent., request if the subsequent, request is received after the 
predetermined time and the credentials structure has been discarded. 

16. A local data processing system having means for authenticating a user, on a remote client data 
processing system and for authorising access to at least one resource of the data processing system 
by the remote user,, wherein the local data processing system and the remote data processing system 
are connected by a communications link; the the local, data processing system comprising: 

means for storing a credentials structure having authorisation information for the resources of the 
local data processing system based . upon authentication ^information received from the remote user 
during a request for service; 

means for discarding the credentials structure after a period of time determined by the local data 
processing system; 

means for immediately honouring a subsequent request for service in response to an identifier, 
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corresponding to the credentials structure, received with the subsequent request if the request is 
received within the determined time and the credentials structure is stored in the local data processing 
system; and 

means for immediately rejecting a subsequent request for service in response to the identifier, 
received with the subsequent request if the subsequent request is received after the determined time 
and the credentials structure is discarded! ' " 

17. A system as claimed in Claim 16, further comprising means for requiring a new request for service 
having authentication information if the subsequent, request is rejected after the determined time, 
thereby enforcing a periodic authentication of the remote user. 
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© Remote authentication and authorisation in a distributed data processing system. 



® The disclosed system and method authorises a 
process running at a client data processing system 
to have afccess to a service at a server data process- 
ing system. The data processing systems are con- 
nected by a communication link in a distributed 
processing environment. A set of* credentials for the 
process are created at the server in response to a 
message from the client requesting a service. The 
server returns a credentials id identifying the created 
set of credentials to the client process. The client 
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uses this returned id in subsequent requests and is 
authorised access as controlled by the set of cre- 
dentials identified by the returned id in the subse- 
quent request. The server can deny access to the 
service by the process if the id returned in a subse- 
quent request is determined by the server not to 
identify the set of credentials. The server denies the 
access if the server requires an authentication of the 
process. 
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